
The 'European Way' - A Blueprint for 

Reclaiming our Digital Future 

 
 
 

We shall invest in our own companies, we shall foster our own talents, and we shall 

build a future where Europe is no longer a digital colony, but a beacon of innovation 

and self-determination. Together, we shall forge a new collaborative path, one that 

secures our digital freedoms and ensures our technological prowess for generations to 

come! 

 
(An updated version of “We shall fight on the beaches”, a speech delivered by the British 

Prime Minister Winston Churchill to the House of Commons on 4 June 1940) 
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Executive summary 

 

This policy paper is a call for Europe to reclaim its digital future. Directed in particular 

at the EU Institutions and the new German government, it has three core objectives:   

(a) to appeal to decision makers to seize the moment and finally mitigate the EU’s 

excessive and unilateral technology dependencies; (b) to articulate a coherent, values-

driven digital policy vision — the 'European Way' — that aligns innovation, 

competitiveness, and democratic principles; and (c) to propose six larger reform 

packages that translate this vision into concrete actions across the entire technology 

stack, from digital infrastructure and single market integration to geopolitics, good 

governance, energy supply, and digital talent as well as skills. 

Europe today faces a stark reality: it has slipped from global technological leadership 

into a position of growing dependence on foreign technologies, leaving its economic 

prosperity, political stability, and geopolitical standing at risk. Yet the EU has within its 

grasp all the key ingredients to reverse this trajectory: a vast internal market, a highly 

skilled workforce, world-class research institutions, and a strong regulatory tradition. 

What is missing is not potential, but coordinated action. 

This paper offers both an overarching vision and a practical blueprint with concrete 

proposals to implement. It argues that the EU must move beyond reactive regulation 

and piecemeal initiatives, instead embracing a unified, principle-based approach that 

leverages its collective strengths. By implementing bold reforms, the EU can build a 

digital future where it no longer plays the role of ‘digital colony’ but reclaims its position 

as a global leader in innovation and technology. The time to act is now — before this 

unique window of opportunity closes again. 
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1. Europe’s Strategic Decline: From Innovation 

Powerhouse to 'Digital Colony' 

 
1. The rise and fall of nations and civilisations has always been deeply intertwined with 

the emergence, or stagnation, of technological and commercial strength. Hegemonic 

cycles were driven by those who managed to gain leadership positions in the basic 

technological advancements of their time: ship construction, the steam engine, rail, 

electricity or motor vehicles — technologies where, over the past centuries, European 

powers have always been among the frontrunners. Today’s global power distribution 

is defined by the ability to innovate, adopt, build and lead in ICT-based industries. 

Yet, 80 years after the invention of the computer and 25 years into the commercial 

internet era, the European Union must confront an uncomfortable truth: despite 

some notable exceptions, its digital ecosystem and innovation economy has fallen 

behind the US, the global leader, while China is also growing its market share (see 

FIGURE 1). 

 

 
FIGURE  1: Global market share of the ICT market from 2013 to 2023 by IDC (2024) 

 

https://www.weforum.org/stories/2023/02/this-timeline-charts-the-fast-pace-of-tech-transformation-across-centuries/
https://www.weforum.org/stories/2023/02/this-timeline-charts-the-fast-pace-of-tech-transformation-across-centuries/
https://commission.europa.eu/document/download/ec1409c1-d4b4-4882-8bdd-3519f86bbb92_en?filename=The%20future%20of%20European%20competitiveness_%20In-depth%20analysis%20and%20recommendations_0.pdf
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2. Instead of driving a proportionate share of the world’s technological advances, the EU 

finds itself almost entirely a client of powerful companies hailing from a handful of 

foreign countries. Such a reliance on foreign partners is not in itself a problem, in 

particular as the EU’s economic strength has always been driven by its trade intensity. 

Yet, it has become excessive and unilateral: in addition to the dominant digital 

platforms (e.g. online search engines, app stores, social networks, cloud 

hyperscalers), much of the EU’s critical digital infrastructure (e.g. data centres, 

undersea cables, semiconductors) is now operated or provided by foreign actors. One 

of the most striking examples within the technology stack is the EU's lag in 5G 

infrastructure, as European players are increasingly falling behind (see FIGURE 2). 

Still, European decision-makers have reacted for years with indifference and half-

measures, even though the consequence of such excessive dependency is that the EU 

has been reduced to a vassal or ‘digital colony’. 

 

 

FIGURE 2: Commonalities and differences between 5G vendors and their countries of origin by EU Court of Auditors (2022) 

 

3. Geopolitically, the picture for the EU becomes even gloomier: the second Von der 

Leyen Commission must navigate a more dangerous and volatile world — one where 

https://carnegieendowment.org/europe/strategic-europe/2024/12/europes-wake-up-call-for-tech-leadership?lang=en
https://www.cer.eu/publications/archive/policy-brief/2025/europe-and-global-economic-order
https://www.google.com/url?q=https://op.europa.eu/webpub/eca/special-reports/security-5g-networks-03-2022/en/&sa=D&source=docs&ust=1746300051817335&usg=AOvVaw3AyZ35GUqruacFLI3RyO0s
https://op.europa.eu/webpub/eca/special-reports/security-5g-networks-03-2022/en/
https://www.google.com/url?q=https://op.europa.eu/webpub/eca/special-reports/security-5g-networks-03-2022/en/&sa=D&source=docs&ust=1746300051817335&usg=AOvVaw3AyZ35GUqruacFLI3RyO0s
https://www.google.com/url?q=https://op.europa.eu/webpub/eca/special-reports/security-5g-networks-03-2022/en/&sa=D&source=docs&ust=1746300051817335&usg=AOvVaw3AyZ35GUqruacFLI3RyO0s
https://ecfr.eu/article/big-tech-donald-trump-and-techno-imperialism-how-can-europe-avoid-becoming-a-digital-colony/
https://op.europa.eu/webpub/eca/special-reports/security-5g-networks-03-2022/en/
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once reliable partnerships have become uncertain. Tensions are on the rise in many 

critical regions, while some nations, directly or indirectly, are even challenging the 

European Union itself and its role in the world. On the EU’s eastern borders, Russia 

has since 2014 repeatedly attacked European democracies via cyberwarfare and 

insidious propaganda campaigns. While China has managed to make significant 

strides in emerging technologies like AI, it deployed them in questionable contexts 

with limited protection for individual rights. US President Donald Trump, rather than 

recommitting the transatlantic alliance to its joint defence of human rights and rule 

of law, has instead imposed unjustified tariffs and incorrectly framed the EU’s digital 

regulation as a form of arbitrary taxation against successful American companies. 

 

4. It is clear that 'business as usual' no longer works. The post-Cold War global order 

has ended and raw power has returned as the primary driver of international 

relations. In the face of such dramatic changes, phrases such as 'si vis pacem para 

bellum' (if you want peace, prepare for war) ring true again. No longer a global 

technological leader, highly dependent on foreign actors, and situated in a 

challenging geopolitical environment, the EU’s very existence is at stake. The world 

has changed, and not in the way that the EU’s founding fathers had hoped for. 

 

2. A Moment of Truth for the EU: Doing more of the 

Same or Seizing the Moment? 

 

5. The EU was established in part to act as a bulwark against such waves of geopolitical 

uncertainty and to facilitate swift and coordinated responses by European nations. 

European history shows that, when facing challenging odds, Europeans can act 

decisively. The EU recently demonstrated this through its speedy responses to the 

COVID-19 pandemic and to Russia’s 2022 invasion of Ukraine. 

 

6. On paper, the EU has also all the key ingredients (see FIGURE 3) required to put 

forward a similarly united and urgent response to address its strategic decline in the 

https://carnegieendowment.org/europe/strategic-europe/2024/12/taking-the-pulse-are-information-operations-russias-most-potent-weapon-against-europe?lang=en
https://www.martenscentre.eu/publication/made-in-china-tackling-digital-authoritarianism/
https://www.bloomberg.com/news/articles/2025-01-23/trump-blasts-eu-regulators-for-targeting-apple-google-meta?embedded-checkout=true
https://european-union.europa.eu/principles-countries-history/history-eu_en
https://european-union.europa.eu/principles-countries-history/principles-and-values/aims-and-values_en
https://european-union.europa.eu/priorities-and-actions/common-eu-response-covid-19_en
https://www.consilium.europa.eu/en/topics/russia-s-war-against-ukraine/
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digital field: a significant market size, a highly skilled and educated workforce, a rich 

history and track record of technological innovation and industrial excellence, private 

capital, a thriving startup ecosystem, excellent and open academia, and a pioneering 

sense of ambition. Furthermore, the EU’s social welfare model offers entrepreneurs a 

'safety net' enabling them to be less fearful of taking calculated risks and more willing 

to pursue innovative and disruptive business ideas.  

 

 

FIGURE 3: Strengths of the Digital Single Market of the EU (2025) 

 

7. How then did the EU manoeuvre itself into such a challenging situation? Many recent 

studies, including those authored by Enrico Letta and Mario Draghi, have illustrated 

that the decline in the EU’s technology leadership must be seen in the context of 

general economic stagnation and strategic stagnation. This paper builds on those 

findings, by developing a tangible blueprint to address specifically the challenges in 

the digital field. 

8. The first step necessary is to radically rethink the EU’s approach to digital policy. The 

main strategy thus far to enhance its digital sovereignty has been to draft myriad new 

https://policy.trade.ec.europa.eu/eu-trade-relationships-country-and-region/eu-position-world-trade_en
https://ec.europa.eu/eurostat/web/products-eurostat-news/w/ddn-20231004-1#:~:text=In%202022%2C%20there%20were%20approximately,or%20above%20the%20EU%20average.
https://www.mckinsey.com/mgi/our-research/accelerating-europe-competitiveness-for-a-new-era
https://www.mckinsey.com/industries/private-capital/our-insights/private-capital-the-key-to-boosting-european-competitiveness
https://www.mckinsey.com/industries/private-capital/our-insights/private-capital-the-key-to-boosting-european-competitiveness
https://cepa.org/article/its-startup-season-in-europe/
https://www.timeshighereducation.com/world-university-rankings/latest/world-ranking
https://publications.aston.ac.uk/id/eprint/33523/1/THE_WELFARE_STATE_AND_SOCIAL_ENTREPRENEURSHIP.pdf
https://publications.aston.ac.uk/id/eprint/33523/1/THE_WELFARE_STATE_AND_SOCIAL_ENTREPRENEURSHIP.pdf
https://www.europarl.europa.eu/resources/library/images/20230113PHT66519/20230113PHT66519_original.png
https://www.consilium.europa.eu/media/ny3j24sm/much-more-than-a-market-report-by-enrico-letta.pdf
https://commission.europa.eu/topics/eu-competitiveness/draghi-report_en#paragraph_47059
https://commission.europa.eu/system/files/2020-02/communication-shaping-europes-digital-future-feb2020_en_4.pdf
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legislative proposals, ensuring that every European and foreign digital product or 

service traded on the Internal Market was ‘in line with EU values’ and would not harm 

European citizens or consumers. The fact that these laws were sometimes adopted 

globally by international companies was hailed as the ‘Brussels Effect’ (see FIGURE 

4). In addition, the EU has attempted to accelerate its digital transformation with 

somehow ambitious targets in the 2022 Digital Decade Policy Programme (DDPP) 

and has tried to foster innovation in digital through a wide range of investment 

programmes such as Horizon Europe or Digital Europe Programme. 

 

 

FIGURE 4: The Spread of the Digital Markets Act by CEPA (2025) 

9. However, that approach ultimately lacked both an overall and coherent vision as well 

as a strict focus on a set of strategic priorities. While carefully designed regulatory 

intervention can foster innovation, the EU’s legislative maze, comprising in early 

2025 exactly 101 adopted digital laws, has often constrained growth, especially for 

European SMEs that face disproportionate compliance costs compared to global 

giants (see FIGURE 5). Weak and inconsistent enforcement marked by national opt-

outs and divergent interpretations has amplified legal complexity and fractured the 

https://scholarship.law.columbia.edu/books/232/
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/europes-digital-decade-digital-targets-2030_en
https://research-and-innovation.ec.europa.eu/funding/funding-opportunities/funding-programmes-and-open-calls/horizon-europe_en
https://digital-strategy.ec.europa.eu/en/activities/digital-programme
https://cepa.org/comprehensive-reports/the-brussels-effect-goes-global/
https://www.bruegel.org/dataset/dataset-eu-legislation-digital-world
https://verfassungsblog.de/the-looming-enforcement-crisis-ai-dsa-eu/


 

9 

 

very Digital Single Market the laws were meant to strengthen. The Digital Decade 

Policy Programme, though ambitious in aiming to upgrade digital skills, digital 

infrastructure and public services, was not well aligned with the EU’s other digital 

policy initiatives, and has suffered from poor national implementation. Meanwhile, 

the EU’s digital innovation strategy has too often prioritised replicating existing 

digital services within captured digital infrastructures instead of fostering novel 

digital ecosystems, and has not leveraged public procurement well enough, resulting 

in missed opportunities to cultivate early-mover advantages. 

 

 
FIGURE 5: The ‘Blue Wall’ of EU digital legislation by Bruegel/Zenner (2024) 

https://digital-strategy.ec.europa.eu/en/library/report-state-digital-decade-2024
https://www.ceps.eu/ceps-publications/towards-an-ambitious-fp10/
https://www.ceps.eu/ceps-publications/towards-an-ambitious-fp10/
https://www.bruegel.org/dataset/dataset-eu-legislation-digital-world
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10. It was therefore a positive step that the EU Institutions drew the right lessons from 

the identified shortcomings and - after the 2024 European election - shifted their 

policy focus to 'implementation and simplification'. While there is no doubt that some 

red tape needs to be cut, however, the new approach lacks direction and vision. 

Simplifying or even removing regulations without a clear vision and a set of strategic 

priorities for the digital sector will not by itself help the EU to overcome its tech 

dependence on third countries and would also potentially weaken the ‘Brussels 

Effect’. If anything, unpredictable and poorly-considered changes to applicable EU 

laws risk creating an uncertain environment for investment and would weaken the 

EU’s long-term strategic interests. Even more as the recent Eurobarometer polling 

shows a historically high support of European membership among EU-27 citizens 

(see FIGURE 6). This level of trust deserves to be nurtured with meaningful actions 

and bold policies, guided by an inclusive, long-term vision with care to avoid the 

described political pitfalls. 

 

 
FIGURE 6: Standard Eurobarometer 102, European Commission (2024) 

 

https://commission.europa.eu/document/download/8556fc33-48a3-4a96-94e8-8ecacef1ea18_en?filename=250201_Simplification_Communication_en.pdf
https://www.project-syndicate.org/commentary/europe-misguided-fixation-on-enhanching-tech-competitiveness-by-marietje-schaake-and-max-von-thun-2025-04
https://www.project-syndicate.org/commentary/europe-misguided-fixation-on-enhanching-tech-competitiveness-by-marietje-schaake-and-max-von-thun-2025-04
https://cerre.eu/news/trumps-challenge-to-eu-regulation-requires-better-not-less-law-making/
https://cerre.eu/news/trumps-challenge-to-eu-regulation-requires-better-not-less-law-making/
https://europa.eu/eurobarometer/surveys/detail/3215
https://europa.eu/eurobarometer/surveys/detail/3215
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3. A Strategic Turnaround: The 'European Way' 

 

11. Seen positively, the current geopolitical and economic situation offers us a unique 

window of opportunity to address many of the underlying reasons for Europe’s 

decline and to rethink its trajectory toward strategic autonomy. Yet even now, there 

are EU policymakers and national governments arguing that it is too late to regain 

digital leadership, too difficult to advocate for it domestically, or too expensive, just 

as we saw during the COVID-19 pandemic, when several Member States delayed the 

rollout of joint borrowing due to fiscal conservatism. While the EU must be realistic 

about what is achievable, it should not give naysayers another opportunity to block 

necessary reforms. To safeguard the current moment from that risk, the EU needs to 

come up with a powerful vision and battle cry: this is where the 'European Way' comes 

into play! 

 

12. Before describing what the 'European Way' could be, it is worth mentioning what it 

does not stand for, namely isolationism, protectionism and support for market 

concentration or subsidising national champions. On the contrary, the EU represents 

a sovereign, values-driven, and human-centric approach to digital transformation 

with a free, fair and open digital market; and the 'European Way' mirrors just that. At 

a time when geopolitical tensions are rising and excessive unilateral technological 

dependency is becoming a critical vulnerability ready to be leveraged by adversaries, 

the EU should not fall for quick fixes such as protectionism. Protectionism is not only 

at odds with European values but it is also not realistic as digital supply chains became 

notoriously globally interconnected (e.g. a single semiconductor chip requires 

components that have crossed several national borders multiple times, see FIGURE 

7). 

 

https://www.politico.eu/article/ursula-von-der-leyen-coronavirus-recovery-plan-summit/
https://www.politico.eu/article/ursula-von-der-leyen-coronavirus-recovery-plan-summit/
https://www.bruegel.org/blog-post/european-worries-about-isolationist-trends
https://www.bruegel.org/blog-post/european-worries-about-isolationist-trends
https://commission.europa.eu/system/files/2020-02/communication-shaping-europes-digital-future-feb2020_en_4.pdf
https://www.eca.europa.eu/ECAPublications/SR-2025-12/SR-2025-12_EN.pdf
https://www.eca.europa.eu/ECAPublications/SR-2025-12/SR-2025-12_EN.pdf
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FIGURE 7: The semiconductor chip supply chain by the EU Court of Auditors (2025) 

 

13. So far, Europe’s vision for technology is a rather poorly defined concept: the EU is 

known for regulating digital and emerging technologies with an emphasis on human 

centricity, democratic oversight and the protection of individual rights, as exemplified 

by the European Declaration on Digital Rights and Principles. Democratic 

governance of technology is by no means only a European value, but the EU has 

certainly taken a global leadership role. Its digital rulebook is the most comprehensive 

effort globally to protect privacy and other human rights, raise product safety 

standards, and ensure fair competition in the digital economy. While the EU’s digital 

regulations can be complex and cumbersome, their underlying objectives and focus 

on fundamental rights provide a relatively complete backdrop for the sustainable 

digital transformation that many other regions crave. Parts of it have thus become a 

template for other governments in emerging markets, while multinational companies 

https://www.eca.europa.eu/ECAPublications/SR-2025-12/SR-2025-12_EN.pdf
https://digital-strategy.ec.europa.eu/en/library/european-declaration-digital-rights-and-principles
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have adopted EU laws on data privacy, cybersecurity, product safety as their global 

standard, benefiting countless people who have never set foot on European soil. 

 

14. This abstract appeal of the EU’s democratic governance is, however, not enough to 

regain strategic autonomy in the digital sphere. The 'European Way' requires a much 

more concrete blueprint to guide its regulatory simplification reforms and streamline 

all efforts toward a common goal. This blueprint also needs to be systematically 

implemented in the way the EU regulates, enforces, invests or acts on the global stage. 

Here lies the core problem. Although there are almost two decades of discourse in 

politics, academia, and standardisation groups on how Europe should govern the 

digital sphere, the EU still has no grand strategy that explains it and brings all the 

different parts together. The activities of the European Commission demonstrate this: 

while it regularly mentions a 'European Way', it does so in very different contexts, by 

different institutional actors, with different meanings, and in an incoherent manner. 

 

15. Therefore, as the EU charts its path through the digital age, EU policymakers must - 

as a first crucial step - ensure that digital transformation is guided by a coherent, 

values-based, and unified vision. To initiate the required political debate among 

policy-makers, the authors of this paper propose that the future of the EU’s digital 

society should be grounded in six foundational principles: principled governance, 

strategic resilience, interoperability, sustainability, trustworthiness, and 

a decentralised economy (see FIGURE 8). 

 

https://www.foreignaffairs.com/europe/europe-could-lose-what-makes-it-great
https://ecdpm.org/work/eu-needs-clear-pitch-its-human-centric-approach-digital-transformation
https://ecfr.eu/publication/control-alt-deliver-a-digital-grand-strategy-for-the-european-union/
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52021DC0118
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FIGURE 8: The 'European Way' by Kai Zenner (2025) 

 

a. Following a principled governance approach: The EU’s digital policy must 

not only be shaped by but also effectively safeguard democratic norms and 

European values. As foundational principles of the EU, the rule of law, 

fundamental rights but also a free market with fair competition are non-

negotiable. Elected officials and public authorities have a duty to ensure that 

digital products, services, and infrastructures alike do not erode but rather 

support EU norms and values. 

 

b. Building resilience into critical infrastructure: Strategic autonomy in the 

digital domain is essential. The EU must reduce its excessive unilateral 

dependencies on foreign technologies (particularly those that pose risk to 

European values) and gain access to robust, diverse, secure infrastructures that 

can withstand cyber threats, disinformation campaigns, and geopolitical and 
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systemic shocks. This requires proactive investment, coordinated defence 

strategies, a trade policy that focuses on supply chain diversity and cross-

border preparedness. 

 

c. Championing interoperability for a unified digital market: Policymakers 

must prioritise legislation and funding that promotes digital interoperability. 

From public services to private enterprises, aligning standards across Member 

States will enable a synergistic ecosystem—driving efficiency, agility and 

innovation—and foster a truly integrated Digital Single Market. Use of open 

source and open standards will help to ensure interaction between services and 

platforms, opening up choices and fostering competition and innovation 

across Europe. 

 

d. Embedding sustainability in the digital transition: Digital innovation must 

align with the European Green Deal. Therefore, policymakers must mandate 

energy efficiency, sustainable procurement, and life-cycle accountability for 

digital products and services. Regulatory incentives and funding mechanisms 

should support green tech adoption and climate-neutral digital infrastructures 

as this is not only important to meet our climate policy goals but also creates a 

unique business opportunity for EU companies. 

 

e. Ensuring public trust through tech governance: To maintain citizens' 

confidence and buy-in but also to create a globally competitive 'made in the 

EU' commercial brand, European digital products and services must - on top 

of being sustainable - be secure, transparent, and accountable. Regulatory 

frameworks must, for instance, reinforce ethical AI development, GDPR 

compliance, and platform accountability. Political leadership is thereby key to 

embedding trust into every layer of the EU technology stack. 

 

f. Promoting a decentralised digital economy: The EU’s digital economy is 

shaped by a majority of small and medium-sized companies, reflecting also its 

cultural, religious and linguistic diversity. The EU’s digital policy should 
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leverage this globally unique economic characteristic, promoting 

experimentation and innovation so that EU firms can meet the individual 

demands of their regional as well as global customers. 

 

16. This vision of a 'European Way' is not just another call to action: it has already 

demonstrated tangible results in the past. The best example can be found – outside 

the digital field – in how Airbus was established in 1970: France and Germany pooled 

resources and collaborated in a consortium of several European aviation companies 

to build the A300 and successfully compete with Boeing. Such foresight by the 

European aviation industry allowed a unique public private initiative to be funded 

and organised, with important long-term consequences for EU industrial sovereignty. 

Today, Airbus has edged past its main competitors and dominates the aircraft market 

globally. 

 

 

FIGURE 9: Based on publically available information (2025). 

 

17. However, introducing an overall vision to each of the EU’s digital policy activities is 

still not enough. It can only be the first of two crucial as well as interconnected steps. 

The EU will only be able to leverage the current momentum for regaining its strategic 
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autonomy in the digital sphere if it applies the new overall vision of a 'European Way' 

deliberately to its entire digital infrastructure, understood in this paper as a highly 

intertwined 'technology stack' (see FIGURE 10), and also only if it decides to 

collaborate - like with the Airbus consortium - in areas of the stack where EU players 

are strong:  

 

 
FIGURE 10: 'The Technology Stack' by Gautam Kamath (2025) 
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18. This means concretely that the six principles outlined above (see FIGURE 8) should 

be reflected in the policy interventions across each layer of this technology stack - the 

'intermediary' layer, which organises activities online, especially at a 'people to 

people' level; the 'soft or logical' layer, which comprises the 'rails' on which digital 

activities take place; and the 'hard or physical layer', which includes all the physical 

interfaces of the digital world - as they in the end all need to be aligned with each 

other to make the 'European Way' work in practice. 

 

19. These principles should not just form the bedrock of how the EU designs its internal 

digital policies, but also inform its international engagement. The EU remains the 

world’s largest importer and exporter of digital services, with over $3 trillion worth 

of digitally delivered services traded in 2023. Therefore, it is imperative that the EU 

continues to stay open for foreign business, while ensuring that its policy 

interventions focus on key priority areas, like semiconductors, quantum, AI, and 

connectivity. The EU must create partnerships with trusted international partners or 

even 'coalitions of the willing', securing its technology supply chain. At the same time, 

it will be critical to promote the European technology ecosystem overseas, building 

on its strengths in key layers of the stack, while forging partnerships with 

geopolitically important regions like the Indo-Pacific (e.g. India, South Korea, Japan, 

ASEAN) or the Americas (e.g. Canada, USA, Mexico, Brazil). 

 

20. Since the EU does not have endless capacities or resources, European policymakers 

need to have a sober assessment of where in the technology stack the EU has an 

opportunity for global leadership, where it should focus on ensuring a minimal level 

of domestic alternatives to protect its self-determination, and where the EU will need 

to rely on trusted international partners. As each layer of the tech stack is analysed 

and mapped in that way, an overall blueprint that directs all future policy 

interventions will become clearer. In the next chapter, the authors of this paper 

propose six key reform packages that should permeate across each layer (and sub-

layer) of the tech stack. The overall strategic objectives of these bold reforms 

proposals are to: 

https://unctadstat.unctad.org/datacentre/dataviewer/US.DigitallyDeliverableServices
https://unctadstat.unctad.org/datacentre/dataviewer/US.DigitallyDeliverableServices
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○ Attract significant investments in the EU tech ecosystem, while improving 

competitiveness and innovation on the Digital Single Market. 

○ Strengthen the EU’s strategic autonomy by limiting critical dependencies in 

each layer of the technology stack. 

○ Facilitate partnerships with like-minded countries and fund European 

private sector aggregations that can compete and win on the world stage at 

different layers of the stack. 

 

21. During this exercise, European policymakers must be clear-sighted, especially when 

choosing how, and to which extent, they can achieve these objectives best. Only with 

a resurrected digital economy, competitive businesses, and meaningful leadership 

will the EU be able to achieve what democracies aim to provide for their citizens: 

prosperity, agency, social stability, security, and confidence in a future where 

Europeans can properly navigate the world’s global challenges. 

 

4. Six Reforms to make the 'European Way' a Reality and 

Reclaim our Digital Future 

 

22. The authors of this paper have chosen the following set of priority reforms as a way 

to implement the proposed overall vision of an 'European Way' and to reclaim the 

EU’s digital future (see FIGURE 11), namely by (a) powering up a European digital 

infrastructure, (b) supporting the completion of the Digital Single Market, (c) helping 

to transform the EU into a geopolitical protagonist, (d) reinforcing Good Governance 

principles in the EU’s digital policy procedure, (e) guaranteeing reliable and 

sustainable energy supply, and (f) attracting and retaining talent, while promoting 

digital skills. 

 

23. Picking priorities always means that many other important strategies and fields will 

be overlooked. Policy proposals that are not listed in this chapter can certainly still 

have an enormous effect on the overarching goal of this paper: achieving strategic 
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autonomy in the digital field. This is particularly the case for already announced and 

sufficiently specified proposals of the European Commission (e.g. the 28th regime, 

Digital Networks Act, Digital Fairness Act and the Digital Omnibus). Similarly, this 

paper also does not include a detailed analysis of legislative proposals that are 

currently negotiated (e.g. Digital Euro, FiDA, GDPR Procedural Regulation) or were 

recently adopted (e.g. Data Act, AI Act, Cyber Resilience Act). 

 

24. Ultimately, every ambitious roadmap collides with a hard political fact: the EU still 

requires unanimity for core budgetary and treaty matters, giving any single 

government (today Hungary, tomorrow another) an effective veto over the EU’s 

strategic posture. As long as that structural weakness persists, even the most fine-

tuned 'European Way' will remain hostage to domestic calculations that have little to 

do with collective security or technological renewal. The authors of this paper 

acknowledge that sovereignty cannot be regained through policy papers alone; it also 

requires an institutional circuit breaker that prevents deliberate obstruction from 

paralysing twenty-six willing partners. 

 

25. The authors therefore propose - beyond the digital focus of this paper - a 

'Sovereignty Compact', a self-contained protocol annexed to the EU Treaties that 

enters into force once two-thirds of Member States, representing at least 70 % of the 

EU population and GDP, ratify it. Within the Compact’s perimeter, critical decisions 

on defence, digital infrastructure and related budget lines will move to qualified-

majority voting; participating states will gain automatic access to joint borrowing 

facilities (e.g. Digital Sovereignty Fund, Digital Defence Fund), while non-

participants retain their existing rights but forgo those new resources. Legally, the 

mechanism mirrors the Euro’s Fiscal Compact or the Schengen Convention: it avoids 

full treaty revision yet creates a clear incentive structure - join and shape the EU’s 

tech sovereignty, or stay out and watch others build it. By converting veto power into 

a strategic choice, the Compact would give the EU the political engine it needs to move 

from aspiration to action. 

 

https://commission.europa.eu/document/download/10017eb1-4722-4333-add2-e0ed18105a34_en
https://oeil.secure.europarl.europa.eu/oeil/en/procedure-file?reference=2023/0212(COD)
https://oeil.secure.europarl.europa.eu/oeil/en/procedure-file?reference=2023/0205(COD)
https://oeil.secure.europarl.europa.eu/oeil/hr/procedure-file?reference=2023/0202(COD)
https://oeil.secure.europarl.europa.eu/oeil/hr/procedure-file?reference=2023/0202(COD)
https://eur-lex.europa.eu/eli/reg/2023/2854/oj/eng
https://eur-lex.europa.eu/eli/reg/2024/1689/oj/eng
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02024R2847-20241120
https://carnegieendowment.org/europe/strategic-europe/2025/02/suspend-hungarys-voting-rights-to-save-the-eus-credibility?lang=en
https://www.consilium.europa.eu/en/council-eu/voting-system/qualified-majority/
https://www.consilium.europa.eu/en/council-eu/voting-system/qualified-majority/
https://ecfr.eu/article/commentary_reinventing_europe_explaining_the_fiscal_compact/
https://eur-lex.europa.eu/EN/legal-content/glossary/schengen-agreement-and-convention.html


 

21 

 

 
FIGURE 11: The 'Digital Reform Package' by Kai Zenner (2025) 

 

26. REFORM #1 - Digital Infrastructure: For too long, the EU has focused most of 

its policy efforts on digital rights and the regulation of dominant online services, 

which have failed to address (and perhaps even contributed to) critical dependencies 

as well as chronic underinvestment in the critical hardware and software 

infrastructure needed to power the EU’s digital sector. Yet, in today’s tense 

geopolitical climate, the EU has the rare chance to confront these vulnerabilities and 

to build a robust, sovereign digital infrastructure that secures Europe’s future 

strength and competitiveness. 

 

27. At the core of this first reform package must be a comprehensive 'Digital Industrial 

Strategy' for the EU, focused on developing a European Digital Infrastructure (see 

EuroStack initiative) grounded in the principles of the 'European Way' outlined 

above. While the EU’s current infrastructure is overwhelmingly controlled by non-

European actors, it is entirely feasible to build robust European alternatives by 

mobilising private-sector capabilities without resorting to a centralised or state-heavy 

approach. Past successes — such as the formation of Airbus from fragmented national 

initiatives into a global industrial leader — show one of several ways of how private 

https://euro-stack.eu/
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entrepreneurship, cross-border collaboration, and strategic policy alignment can 

drive competitiveness. Rather than attempting to recreate every layer of the tech stack 

domestically, the new strategy should prioritise areas where European players can 

plausibly achieve global leadership (i.e. Quantum Computing, Applied AI, 

biotechnology, resilient data infrastructures, digitally integrated defence systems), 

sufficiently well-functioning stack layers for critical infrastructure and strategic 

independence (i.e. Cloud, AI Foundation Models, satellite and space technologies, 

social, search, adtech, browsers), and credible fallback capacities (i.e. productivity 

suites and operating systems) in case of foreign pressure and to prepare for the future. 

This industrial strategy will require a dual approach: combining targeted investment 

in strategic technologies with strong commercial partnerships, ensuring 

interoperability and security across platforms; and embedding resilience into EU's 

digital ecosystem. The EU Digital Identity Wallets, the upcoming European Business 

Wallets but also the EU Data Spaces and the Digital Euro can further complement the 

strategy. Ultimately, the EU's strategic autonomy will depend not on eliminating all 

foreign dependencies but on sufficiently securing its supply chains and ensuring that 

no single vulnerability can be weaponised against it. 

 

28. Also needed is a radical rethinking of how public money is spent for digital technology 

research, innovation, and development. Public spending should focus much more on 

supporting the creation of commercially viable EU-sourced infrastructures that 

contribute to the EU’s long-term goals - not just on funding university research. The 

creative energy of European industry can be better liberated by pioneering disruptive 

ideas and incentivising projects with post-funding viability and long-term scalability, 

combined with clear performance metrics that can achieve measurable, outcomes-

based results. New funding may also be generated through reallocation of funds away 

from existing programmes, such as Horizon Europe and the Digital Europe 

Programme, where certain parts show a lack of tangible results. In combination with 

other EU funds, private investment schemes through the European Investment Bank, 

Venture Capital, Private Equity funds, crowdfunding, tokenisation (i.e. STOs and 

ICOs) but also tax incentives, a true 'Digital Sovereignty Fund' could be created, 

https://ec.europa.eu/digital-building-blocks/sites/display/EUDIGITALIDENTITYWALLET/EU+Digital+Identity+Wallet+Home
https://commission.europa.eu/document/download/10017eb1-4722-4333-add2-e0ed18105a34_en?filename=Communication_1.pdf
https://commission.europa.eu/document/download/10017eb1-4722-4333-add2-e0ed18105a34_en?filename=Communication_1.pdf
https://digital-strategy.ec.europa.eu/en/policies/data-spaces
https://finance.ec.europa.eu/digital-finance/digital-euro_en
https://research-and-innovation.ec.europa.eu/funding/funding-opportunities/funding-programmes-and-open-calls/horizon-europe_en
https://digital-strategy.ec.europa.eu/en/activities/digital-programme
https://digital-strategy.ec.europa.eu/en/activities/digital-programme
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significantly contributing to the creation of a resilient EU digital infrastructure. 

 

29. Finally, the EU’s approach to digital infrastructure must prioritise zero trust 

principles, with security by design and constant attention to the resilience of 

operational systems. Strategic autonomy will remain a fiction unless we embed digital 

sovereignty into military doctrine. Therefore, and as a follow-up to the White Paper 

on European Defence Readiness 2030, a new 'Digital Defence Fund' should 

accelerate the development of secure, sovereign, and interoperable digital defence 

infrastructure across all layers – from European-made cybersecurity solutions and 

homegrown AI-driven threat detection systems, drone capabilities, as well as other 

strike and reconnaissance components to resilient data platforms and 

communication networks that can operate independently of external actors. The 

current military threats against the EU also require the launch of a European DARPA, 

focused on advanced independent technology and dual-use innovation, and a 

fundamental shift in defence procurement: away from heavy, vulnerable tanks and 

artillery toward the mass production of digital-first, low-cost, integrated saturation 

and effector systems. Ultimately, the strengthening of the EU's defence capabilities 

will require deeper collaboration between Member States: military data must remain 

within European jurisdiction and be protected from external influence. 

 

30. REFORM #2 - Digital Single Market: A decade after its announcement, the EU’s 

Digital Single Market remains unfinished, which has an impact on safety standards 

and consumer protection, stalls innovation, and limits the scale our companies can 

achieve, hindering their global competitiveness. Yet in today’s tense geopolitical 

climate, the EU has the rare chance to break through longstanding internal gridlock 

and unlock the full potential of the single market for digital products and services. 

 

31. A cornerstone of this second reform package, as advocated for by Mario Draghi and 

Enrico Letta, must be the completion of the Capital Markets Union (e.g. common 

insolvency as well as tax laws and a unified EU Listing Act to streamline initial public 

offerings) and Banking Union to further reduce inefficiencies and costs in cross-

border investment. The EU must also swiftly adopt the envisioned '28th regime', an 

https://www.eeas.europa.eu/eeas/white-paper-for-european-defence-readiness-2030_en
https://www.eeas.europa.eu/eeas/white-paper-for-european-defence-readiness-2030_en
https://www.darpa.mil/
https://commission.europa.eu/topics/eu-competitiveness/draghi-report_en#paragraph_47059
https://www.consilium.europa.eu/media/ny3j24sm/much-more-than-a-market-report-by-enrico-letta.pdf
https://finance.ec.europa.eu/news/listing-act-2024-03-15_en
https://www.ceps.eu/ceps-publications/one-market-many-rules-the-28th-regimes-challenge-in-unifying-europe/
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optional EU legal framework that companies can choose to use across all Member 

States, existing alongside (but not replacing) national laws. While none of the three 

initiatives are specific to the digital sphere, they would be a major accelerator for the 

recovery and performance of the whole Digital Single Market. Even more so if they 

are integrated in a larger 'Business Growth Programme' that collates and 

rationalises the multiplicity of Tech Funds to provide swift growth paths for EU scale-

ups, which would otherwise be incentivised to relocate to the US, Asia or the Middle 

East. The programme should, however, also introduce other supportive measures 

beyond funding, such as expanded tax incentives for business angels, EU labels for 

trusted venture capitalists (VCs), the facilitation of cross-border contracting based on 

standard contractual clauses and templates, and more efficient royalty-sharing 

models to name a few. 

 

32. Public procurement is another underutilised tool that should be wielded to boost the 

EU’s digital economy. Integrating a 'Buy European Tech Clause' in existing 

relevant legal frameworks would establish clear procurement goals aligned with the 

'European Way'. This would incentivise digital products and services made in Europe 

by supporting public authorities which choose to use European vendors1. A 

procurement decision in favour of a non-European supplier would always require the 

disclosure of the selection criteria as well as a comprehensive justification on what 

grounds that decision was taken. The introduction of 'Technology Change Vouchers' 

for public authorities would help to overcome severe lock-in effects. Such a policy 

could also create further incentives to steer private sector demand for European 

technology through interoperability and vendor diversity requirements. The 

upcoming reform of the Public Procurement Directives should be used to introduce 

ambitious timelines, effective monitoring mechanisms, require commitments to 

adopt harmonised technical standards, and to ensure a high level of cyber resilience 

as well as sufficient supply chain and vendor diversity. 

 

 
1 Based on the 2020 certification scheme, developed by ECSO, such a company would need to (a) be European-based (= legal entity, 
headquartered in Europe), (b) have European ownership (= must provide reasonable assurance that there is no major control from 
outside Europe, with immunity from other jurisdictions and data stored and processed within the European territory, and (c) has 
Europe as a primary business place (= over 50% of R&D activities and over 50% of staff (FTE) located in the EU27, EFTA, EEA, UK). 

https://single-market-economy.ec.europa.eu/single-market/public-procurement/legal-rules-and-implementation_en
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33. Finally, competition policy must be revamped to better reflect the realities of today’s 

digital markets. The EU as well as the national competition authorities should thereby 

widen their lenses to fields such as national security, data protection and privacy, 

labour law, intellectual property rights or industrial strategies where these are 

relevant to a competition analysis. In this regard, the whole 'EU Competition 

Policy Toolbox' should be revised, in particular by adjusting merger rules and 

introducing greater possibilities to enforce merger conditions ex-post, by allowing 

more flexible state-aid policies in strategic sectors, and by establishing agile 

procedures, tighter deadlines, and transparent decision-making processes. While the 

adjustments should enable the Commission’s DG Competition to intervene faster and 

more effectively in all cases with a Union dimension, new institutional safeguards 

should make sure that investigations cannot be stopped anymore because of political 

or national interests. This new EU competition policy, including the enforcement of 

new laws such as the Foreign Subsidies Regulation and the Digital Markets Act, will 

require significantly increased hiring efforts. 

 

34. REFORM #3 - Geopolitics: With China and the US shaping a new global digital 

order on their own terms, the EU risks becoming a bystander in a contest that will 

define everyday life for years to come. But this strategic drift also offers a chance to 

reset: by systematically integrating the 'European Way' into its foreign policy toolbox, 

the EU will become more capable of defending its interests and promoting its own 

vision for the digital sphere, while also revitalising crucial alliances and partnerships 

— especially with the US — by reasserting itself as a sovereign, values-driven and 

reliable partner. 

 

35. A foundational step for this reform will be to establish a frequently updated list of 

'Trusted International Partners', similar to the U.S. Major Non-NATO Ally 

(MNNA) designation. This list will ensure that diversification efforts in raw materials, 

semiconductors, digital infrastructure, or critical applications prefer vetted partners 

from like-minded and democratic countries. This would minimise the EU’s 

dependency on authoritarian regimes and hostile countries, including private 

companies or organisations under their control. Increased cooperation with these 

https://commission.europa.eu/about/departments-and-executive-agencies/competition_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02022R2560-20221223
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02022R1925-20221012
https://www.state.gov/major-non-nato-ally-status/#:~:text=Major%20Non%2DNATO%20Ally%20(MNNA,defense%20trade%20and%20security%20cooperation.
https://www.state.gov/major-non-nato-ally-status/#:~:text=Major%20Non%2DNATO%20Ally%20(MNNA,defense%20trade%20and%20security%20cooperation.
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vetted partners would also allow the EU to better leverage areas where it possesses 

natural advantages. Ongoing dialogues on topics such as quantum technology or 

advanced semiconductor supply chains should be initiated with all listed trusted 

international partners, building upon the existing Digital Partnership Councils and 

relevant parts of the Digital Decade Policy Programme. 

 

36. To become a more assertive player in digital governance, a new permanent 'Global 

Governance Working Group' for Member States should be established within the 

Council of the EU. This working group would adopt decisions by a qualified majority, 

helping to align the 27 national governments for the global stage and aiming for an 

EU that speaks with one voice. The 'European Way' should be strategically promoted 

in all international organisations and through the Global Gateway strategy. Before 

key votes at the UN level or important negotiations, the working group should not 

only align internally, but also help to revitalise existing alliances (i.e. NATO) and form 

new strategic partnerships, in particular with the listed trusted international 

partners. Together with a dedicated EU Commissioner for technical standardisation, 

the Working Group should also work towards regaining leadership in all relevant 

international standardisation bodies, while trying at the same time to gather support 

for a new global framework of digital governance. The High-Level Forum on 

European Standardisation should develop a template for all standardisation requests 

of the Commission, incorporating the core principles of the 'European Way' to ensure 

their consistent implementation across all sectors. Significant public investments in 

European and national standardisation bodies as well as tax breaks for companies 

that hire standardisation experts seem inevitable, similarly to a revision of Regulation 

(EU) 1025/2012 to address the rise of software-based standards as well as to enhance 

the representation of EU stakeholders and to mitigate the dominance of large foreign 

tech companies. 

 

37. Finally, the EU’s trade policy must shift focus toward digital trade both to address 

gaps in the value chain, where no EU-based alternatives exist, and to boost the export 

of European technologies to third countries. Thereby, a new strategic 'Free Trade 

Initiative' should aim to expand the EU’s Free Trade Agreements to cover all 

https://digital-strategy.ec.europa.eu/en/policies/partnerships
https://eur-lex.europa.eu/eli/dec/2022/2481/oj
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/stronger-europe-world/global-gateway_en
https://single-market-economy.ec.europa.eu/single-market/european-standards/standardisation-policy/high-level-forum-european-standardisation_en
https://single-market-economy.ec.europa.eu/single-market/european-standards/standardisation-policy/high-level-forum-european-standardisation_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02012R1025-20241213
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02012R1025-20241213
https://policy.trade.ec.europa.eu/eu-trade-relationships-country-and-region/negotiations-and-agreements_en
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Member States from the Council of Europe, NATO, and OECD, while ensuring that 

digital trade chapters are included in each of those deals. Agreements such as the EU-

Japan Economic Partnership and the EU-UK Trade Cooperation Agreement should 

thereby serve as blueprints for how to facilitate free trade while avoiding 

protectionism. Missing digital chapters in existing Free Trade Agreements must be 

renegotiated, and outstanding deals with Mercosur, Australia, India, Indonesia, the 

Philippines, and Thailand finalised and ratified. Negotiations with the US and the 

Gulf Cooperation Council (GCC) must be revived and concluded as soon as possible. 

 

38. REFORM #4 - Good Governance: The EU’s regulatory superpower is at risk of 

collapsing under its own weight - trapped in a maze of fragmented rules, duplicative 

procedures, and enforcement gaps. But this overload also presents a moment of 

reckoning: by streamlining its digital governance and aligning regulatory goals with 

strategic outcomes, the EU can reclaim its capacity to lead - domestically and globally 

- with agility, effectiveness and principles. 

 

39. A crucial first step of this reform package is to transform the 'Regulatory Scrutiny 

Board' into one of the then eight EU Institutions, independent from the European 

Commission, where it is currently located. Alongside a more empowered European 

Court of Auditors, the new Board would be sufficiently resourced to conduct ex-post 

evaluations more systematically and to monitor the entire EU policy cycle, ensuring 

that all adopted EU laws are fit for purpose, that the Better Regulation agenda is 

implemented, and the 2023 Better Regulation Toolbox is assiduously followed for any 

new legislative initiative. Both the Regulatory Scrutiny Board and the European Court 

of Auditors would start by conducting a comprehensive fitness check of all 101 

adopted digital laws, sending policy recommendations to the Commission. The aim 

of this exercise would be to significantly reduce regulatory burden, remove legal 

overlaps and contradictions, and incorporate sunset clauses in laws to ensure their 

adaptability. The integration of the 'Innovation Principle' in the EU treaties as 

proposed by the ESPC in 2016 is also important. New laws drafted by the EU co-

legislators should be precise and principles-based, similar to the original 1985 

Product Liability Directive. Secondary legislation, guidelines, technical protocols, and 

https://policy.trade.ec.europa.eu/eu-trade-relationships-country-and-region/countries-and-regions/japan/eu-japan-agreement_en
https://policy.trade.ec.europa.eu/eu-trade-relationships-country-and-region/countries-and-regions/japan/eu-japan-agreement_en
https://commission.europa.eu/strategy-and-policy/relations-united-kingdom/eu-uk-trade-and-cooperation-agreement_en
https://policy.trade.ec.europa.eu/eu-trade-relationships-country-and-region/countries-and-regions/mercosur_en
https://policy.trade.ec.europa.eu/eu-trade-relationships-country-and-region/countries-and-regions/australia_en
https://policy.trade.ec.europa.eu/eu-trade-relationships-country-and-region/countries-and-regions/india_en
https://policy.trade.ec.europa.eu/eu-trade-relationships-country-and-region/countries-and-regions/indonesia_en
https://policy.trade.ec.europa.eu/eu-trade-relationships-country-and-region/countries-and-regions/philippines/eu-philippines-agreement_en
https://policy.trade.ec.europa.eu/eu-trade-relationships-country-and-region/countries-and-regions/thailand/eu-thailand-agreement/documents_en
https://policy.trade.ec.europa.eu/eu-trade-relationships-country-and-region/countries-and-regions/united-states_en
https://policy.trade.ec.europa.eu/eu-trade-relationships-country-and-region/countries-and-regions/gulf-region_en
https://commission.europa.eu/law/law-making-process/regulatory-scrutiny-board_en
https://commission.europa.eu/law/law-making-process/regulatory-scrutiny-board_en
https://commission.europa.eu/law/law-making-process/better-regulation/better-regulation-guidelines-and-toolbox_en
https://www.bruegel.org/dataset/dataset-eu-legislation-digital-world
https://www.bruegel.org/dataset/dataset-eu-legislation-digital-world
https://op.europa.eu/en/publication-detail/-/publication/53b6d635-ac93-11e6-aab7-01aa75ed71a1/language-en
https://eur-lex.europa.eu/eli/dir/1985/374/oj/eng
https://eur-lex.europa.eu/eli/dir/1985/374/oj/eng


 

28 

 

harmonised technical standards will provide the necessary specifications. The 

European Parliament’s role in shaping secondary legislation ought to be strengthened 

(i.e. including MEPs in comitology committees), bringing greater accountability and 

transparency to this part of the EU policy cycle, while keeping the agility of those 

processes. 

 

40. Enforcement must also be overhauled. As a matter of principle, only Member States 

or independent EU agencies should enforce digital laws. The Commission must cede 

its politicised role as enforcer, and focus again solely on the implementation of laws. 

The Regulatory Scrutiny Board and European Court of Auditors would present a 

proposal on how to cut the current web of 82 digital governance mechanisms 

accordingly, for example with ENISA designated as the single cybersecurity authority, 

and a newly created independent 'Digital Enforcement Agency' overseeing all AI, 

data and platform laws (e.g. GDPR, DSA, DMA, AI Act, Data Act). This new agency 

could impose permanent bans against those companies that have systematically 

violated EU laws or that act on behalf of a foreign adversary. The Digital Enforcement 

Agency would also play a crucial role in countering the growing threat of information 

manipulation and hybrid attacks. While a massively expanded Europe Direct Contact 

Centre would provide an interactive fact-checked information platform, with 

permanently updated and diverse scientific information to effectively tackle 

disinformation and protect a substantive and nuanced right to free speech, the new 

Digital Enforcement Agency would establish an independent early-warning system 

capable of identifying inauthentic behaviour patterns and coordinated hostile 

influence operations, closely cooperating with law enforcement authorities and 

military forces to strike back, if necessary. 

 

41. Reporting obligations for businesses must be halved with an 'Easy Compliance 

Package' that establishes a new 'once-only' principle, streamlining compliance 

towards a single designated public authority. In this regard, the Single Digital 

Gateway should be refined into an ambitious EU one-stop-shop. AI-powered software 

tools must be made available to support companies with automated compliance 

checks, including code analysis and risk assessments to lower compliance costs (e.g. 

https://commission.europa.eu/law/law-making-process/adopting-eu-law/implementing-and-delegated-acts/comitology_en
https://www.bruegel.org/dataset/dataset-eu-legislation-digital-world
https://european-union.europa.eu/contact-eu/write-us/answering-your-questions_en#:~:text=You%20can%20call%20us%20from,from%20anywhere%20in%20the%20world.
https://european-union.europa.eu/contact-eu/write-us/answering-your-questions_en#:~:text=You%20can%20call%20us%20from,from%20anywhere%20in%20the%20world.
https://single-market-economy.ec.europa.eu/single-market/single-digital-gateway_en
https://single-market-economy.ec.europa.eu/single-market/single-digital-gateway_en
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automated testing and guardrailing to measure the trustworthiness and resilience of 

AI systems based on specific regulatory requirements in the AI Act). Pre- and post-

regulatory sandboxes, integrated into the existing European Digital Innovation Hubs 

(EDIHs), would help to produce real-world data for public authorities, drive 

regulatory learning on both sides, and foster experimentation in a legally secure 

environment. Sandboxes must also include automation tools in order to escalate and 

improve the testing process, as proposed by OECD in its 2023 Report. 

 

42. REFORM #5 - Energy supply: The EU’s digital ambitions risk stalling amid high 

energy prices and mounting pressure on supply security, undermining efforts to 

reduce critical dependencies and to remain economically competitive. Yet this 

challenge can lead to strategic reinvention: by aligning its digital and sustainability 

agendas, the EU can turn energy constraints into a catalyst for smarter, greener 

growth as well as cutting-edge innovation in data infrastructure and hardware 

production. 

 

43. To achieve a realistic degree of energy sovereignty and enhance the EU’s technological 

capacities, the Commission should first and foremost propose a new and balanced 

'Energy Mix Deal'. Accordingly, the role of nuclear energy - already constituting 

23% of the produced electricity in the EU - should be reconsidered, while taking the 

relatively slower expansion capacities fully into account. Still, investing in current and 

fourth-generation nuclear technologies should no longer be a taboo, as they 

theoretically offer a secure and uninterrupted energy source, ideal for powering data 

centres and reducing energy bills for tech companies. At the same time, the EU must 

significantly expand investments in renewable energy, which is crucial for meeting 

our long-term climate goals and energy independence. Renewables are quicker and 

cheaper to deploy than natural gas power plants (as an interim solution) and new 

nuclear capacities (as a long-term solution), complementing both energy sources, as 

it was repeatedly suggested by the International Energy Agency. This balanced deal, 

including also fixed minimum energy thresholds reserved for EU providers, will 

strengthen the EU's energy affordability, security and sustainability. 

 

https://digital-strategy.ec.europa.eu/en/policies/edihs
https://digital-strategy.ec.europa.eu/en/policies/edihs
https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/07/regulatory-sandboxes-in-artificial-intelligence_a44aae4f/8f80a0e6-en.pdf
https://www.iea.org/reports/the-path-to-a-new-era-for-nuclear-energy
https://www.energy.gov/ne/articles/advantages-and-challenges-nuclear-powered-data-centers#:~:text=Nuclear%20energy%20provides%2024%2F7%20power.&text=Nuclear%20operates%20at%20full%20capacity,reliability%20needs%20of%20data%20centers
https://www.iea.org/energy-system/renewables
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44. The planned 2026 revision of the 'Digital Decade Policy Programme' offers a 

unique opportunity to transform Europe’s industrial backbone into a cost-effective, 

interconnected and circular economy. Clear monitoring and assessment of energy-

intensive sectors (e.g. construction, transport, manufacturing, and agriculture) and 

strategies to make essential infrastructures more resilient, secure, and digitally 

managed (e.g. gas and oil pipelines, water management systems, and transport) must 

be combined with the Programme’s so far only digital targets. Specific KPIs, building 

upon the work of the European Green Digital Coalition, will help to measure the 

overall progress of the green-digital twin transition. A parallel investment plan to pool 

existing resources and prioritise funding in innovative cleantech solutions as well as 

the reinforcement of circular economy practices by promoting the Digital Product 

Passport and by establishing a secondary market for recycled ICT equipment will 

further accelerate the twin transition processes. 

 

45. A 'Joint EU Electricity Market' is the final pillar of this fifth reform package. 

Introducing strong regulatory oversight, streamlining national frameworks and 

eliminating bureaucratic bottlenecks, such as permit delays, is essential for the 

electrification of key digital sectors. This new framework will harmonise energy 

taxation and fees across Member States and introduce tax incentives and state aid 

rules to encourage large-scale investments in smart grids and smart meters, heating 

and cooling technologies, storage solutions, high-voltage power lines and alternative 

energy carriers like hydrogen for hard-to-electrify industrial use cases. The EU can 

further complement this new framework with an open protocol for energy markets, 

for instance as proposed by the Digital Energy Grid (DEG) initiative, allowing the 

integration of transactions between producers and consumers at all scales. 

 

46. REFORM #6 - Digital Skills & Talent: Despite its world-class quality of life, the 

EU is losing ground in the global race for tech talent, held back by sluggish 

digitalisation, regulatory fragmentation, and barriers to mobility. While the European 

Commission estimates that the EU requires 20 million employed ICT specialists by 

2030, we employ slightly below half this figure. Yet this challenge also presents a 

unique opportunity: by championing its inclusive, diverse working culture, academic 

https://eur-lex.europa.eu/eli/dec/2022/2481/oj
https://digital-strategy.ec.europa.eu/en/policies/european-green-digital-coalition
https://eur-lex.europa.eu/eli/reg/2024/1781/oj
https://eur-lex.europa.eu/eli/reg/2024/1781/oj
https://energy.becknprotocol.io/
https://ec.europa.eu/eurostat/statistics-explained/index.php?title=Towards_Digital_Decade_targets_for_Europe#:~:text=The%20ambitions%20set%20for%20the,EU,%20with%20increased%20women's%20participation.
https://ec.europa.eu/eurostat/web/products-eurostat-news/w/ddn-20240524-2
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freedom, and welfare state, the EU can position itself as a distinctive and attractive 

destination for the best digital minds, needed to drive Europe's digital 

transformation.  

 

47. A first step of this sixth reform package must be the transformation of Directive 

2021/1883 into a fully harmonised 'Blue Card Regulation'. It should include a 

'Tech Skills Acquisition Program' that creates a streamlined fast-track for third-

country ICT professionals. By automatically approving qualified candidates from EU-

recognised foreign universities and training institutions, the EU could drastically cut 

red tape, too. Those who meet key employment criteria would transition smoothly 

from temporary permits to permanent residency, ensuring talent remains within the 

Union. To reduce the language barrier, Member States must significantly step up the 

adoption of English as an additional official language for all public services. Secure 

AI tools will play a key role in that implementation. This step should also be 

complemented by free or heavily subsidised language courses offered by employers, 

as language diversity is non-negotiable within the EU and, undeniably, an added 

value. 

 

48. A new 'EU Tech Talent Initiative' will be key to retain and nurture homegrown 

talent. This initiative would remove barriers to mobility, introduce tax incentives for 

highly skilled EU workers, and simplify cross-border working arrangements within 

the EU. It would propose an interoperable 'European Degree Scheme' that ensures 

the mutual recognition of qualifications across the EU while embracing diverse 

learning pathways. At the same time, the initiative introduces a new 'European Digital 

Certification Program' that creates a set of EU standards for attesting digital 

competences, covering the key professional roles in the digital field and providing an 

alternative to the de-facto standards of leading US players. Ultimately, it comes with 

a new EU-wide employee stock option framework that enhances incentives for 

workers to stay, while a new 'Science2Commerce Program' fosters seamless transfers 

between academia and industry. 

 

https://www.economist.com/europe/2025/04/10/the-thing-about-europe-its-the-actual-land-of-the-free-now
https://www.economist.com/europe/2025/04/10/the-thing-about-europe-its-the-actual-land-of-the-free-now
https://eur-lex.europa.eu/eli/dir/2021/1883/oj/eng
https://eur-lex.europa.eu/eli/dir/2021/1883/oj/eng
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49. A radical education reform is equally critical. The 'Digital Education Action Plan 

2021-27' would be upgraded into a binding 'EU Digital Education Pact', including 

standardising curricula (with a stronger focus on STEM and ICT competences as well 

as digital literacy) across Member States based on the recommendations of a new 

'Expert Advisory Board' as well as concrete commitments by Member States for large-

scale investments in the digital infrastructure of schools and universities, teaching 

materials and the training of teachers. Equally important are complementary large-

scale campaigns that raise the common level of digital literacy for all employees and 

workers, introduce two new emergency programs for establishing talent pools over 

the next five years with thousands of new standardisation and cybersecurity experts, 

and initiate a Start-Up & SME programme to train and prepare the next generation 

of business leaders. As other countries’ current policies create a less conducive 

environment for conducting independent research, the EU should ultimately leverage 

its currently significantly more open academia to attract the brightest tech minds by 

offering fast-track procedure to European citizenship, and adequate compensation 

through special scholarship programs topping up the relatively low EU university 

salaries. 

50.  

5. Conclusion and Call to Action 

 

51. The EU stands at a moment of historic choice. The challenges outlined in this paper 

— geopolitical tensions, technological dependencies, fragmented markets, and 

lagging innovation — are not mere policy concerns; they put the entire European 

project at risk. But these challenges are not insurmountable. With vision, unity, and 

decisive action, the EU can chart a course towards a strong, resilient, and prosperous 

digital future. 

52. The 'European Way' offers more than a slogan; it offers an actionable blueprint for a 

coherent digital policy approach anchored in democratic values, human-centric 

innovation, and open, rules-based collaboration. This vision is not about closing the 

EU off from the world — quite the opposite. It is about building an EU that leads by 

https://education.ec.europa.eu/focus-topics/digital-education/action-plan
https://education.ec.europa.eu/focus-topics/digital-education/action-plan
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example, shaping global technical standards, fostering trusted international 

partnerships, and advancing its interests alongside like-minded partners. Just as the 

Airbus consortium once proved that European collaboration is able to create a global 

industrial champion, so too can today’s European tech actors build coalitions of the 

willing, scaling innovation across borders and continents. 

53. To make this vision a reality, Europe must summon the political will to act boldly and 

cohesively. It must complete its Digital Single Market, invest in future technologies, 

attract and retain top talent, and effectively defend its digital infrastructure, as well 

as its territorial sovereignty. It must embrace its role as a global standard-setter, 

driving a 'second Brussels Effect' that aligns international cooperation with European 

principles of interoperability, sustainability or trustworthiness. And it must translate 

ambition into execution, turning abstract strategies into tangible outcomes, and 

initial visions into lasting institutions. 

54. The time for half-measures has passed. The world has become a tougher place. It's 

time for Europe to toughen up, too. In an era marked by technological disruption and 

geopolitical competition, the EU cannot afford to drift or divide. Unity, collaboration, 

and decisive action are the only path forward. Policymakers, businesses, innovators, 

and citizens alike must rally around a shared mission: to secure the EU’s digital 

future, on Europe’s terms. 

55. This is not just about defending the past — it is about embracing the future. A future 

where European companies set global benchmarks, where European citizens enjoy 

technological freedoms without compromising their rights, and where the EU stands 

tall as a confident, sovereign actor on the world stage. 

56. Let this be our call to action: to work together, across sectors and borders, to build 

the 'European Way' — a path of innovation, resilience, and prosperity. If we act with 

courage and purpose, the digital EU we dream of can become the digital EU we 

deliver. The moment is now. 
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Kai Zenner’s quote for the Financial Times (Tuesday, 13 May 2025) 

“To bring the Airbus model into the European tech sector, we can imagine a coalition 

of leading European companies and trusted international partners working together 

across strategic domains of the technology stack, in particular where the EU has either 

already strong capabilities or the chance to leverage a massive first-mover 

advantage. 

One example could be a European supply chain for smart edge AI devices, in which 

ASML (NL) enables chip production with its EUV lithography systems, ARM Holding 

(UK) designs and STMicroelectronics (FR/IT) fabricates specialized chips for edge AI, 

Graphcore (UK) delivers AI-specific chips for high-performance inference/training, 

while Siemens (DE) integrates all these chips into smart factories and industrial 

automation systems, with inference at the edge instead of relying on U.S.-based cloud 

platforms. Similar coalitions could be created in the domains of semiconductors, 

quantum computing or space and connectivity. 

However, it’s important to underline that while Airbus is an inspiration, not all 

sectorial consortia will need the same level of integration. In other areas a truly 

federated system might make more sense than a consortium. In the end, we will need 

to combine different strategies if we truly wish to regain the EU’s strategic autonomy 

in the digital field.” 
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